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Abstract Extended Petri neis (PN) have been used to simulate many different systems incleding computer hardware and
software, assembly lines, communication networks and more recently command, control, commiunications and intelligence (C31)
systems. Extended PN are a powerful tool in the modelling of C3§ systems as their structure gives them the inherent preperties of
concurrence and hierarchy. It is these featurcs that make them ideal for the modelling of decision making and other processes in a

31 system. In this paper a role-based methodolegy for the design of entities in a C31 system is described, where roles are
considered to be functional elements af the given entity and a role itself can be made up of a number of roles. The hierarchical
qualities of this approach allows for both top-down and botiom-up design. Given the design methodotogy, extended PN are the
ideal tool for this type of modelling. One drawback of PN is their complexity to soncone unfamiiiar with their representation and
structure. T'o overcome this problem an explanation and analysis capability has been developed in the declarative language
Prolog, this capability helps convey the underlving assumptions and allows the designer to relate the PN model characteristics in
a clear form. This paper presents the role-based methodology and the explanation and analysis ability; both of these are

general-purpose and applicable to any PN representation.

i INTRODUCTION

An important clement in many crganisations is effective
command, control, communication and intelligence (C31).
To assist the Australian Delence Organisation, Information
Technology Division of the Defence Science and TFochmology
Organisation is developing computer software to enabie the
study of C31 systems effectivencss. The nucleus of the
software is known as the Distributed Interactive €31
Effectiveness (DICE) simulation (Davies, Gabrisch [1995]).

The DICE simulation represeats the €31 system it s
modelling as & number of inleracting nodes. Each node
represents a different entity in the real C31 system and its
external environment. The lnks bebween the nodes are
comnminications between the respective entitics in the real
system. Communication in DICE is carsied owt by the
passing of formatted textual messages. Therc are three
different types of nodes in the DICE simulation: interactive
players, peripheral units and artificial agents.

Interactive players in the DICE simulation will generally be
used to represent decision makers or commanders n the C31
system being stucdied, Interfaces allow the players o interact
with the other nodes in the DICE simulation regardless of
whether they are fnteractive or noun-interactive nodes.

In some cases there may be existing models and simulations
that represent a given aspect of the system being studicd, for
gxample an aircrait simulation may be used to calculate the
position of aircraft. When models and simulations are
incorporated into a given DICE scenario they are referred to
as peripheral units. In generyd, peripheral units do not model
31 aspocts of the system but are used to assist in measuring
the effectiveness of the C31 system by helping form a
representation of the overall system and ifs mission of
objectives (Davies, Gabrisch [1995]).

As is frequenily the case with interactive sirnulations, there is
often 2 need to use some form of non-imeractive nedes (o
represent different aspects of the system (Lewis [19%4];
Lankester et al. [1994]; Laird et. al. [1994]; Cox et al
£19941), in DICE each time a node cannot be represented by
a peripheral unit or does not have a human player
representing it an artificial agent is designed to perform its
tasle. The artificial agents in DICE arc extended Petri net
(PN) simulations and are considered to be made up of a
number of roles which are brought together lo form the
overall artificial agent structure. Each rolc may also be
constructed from a number of roles. thus forming 2
hierarchical struclure where the detail increases with depth.
This document considers how these role-based artificial
agents are designed and incorporated into the DICE
simulatton.
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It should be noted that there will be tmes when studies will
be carried out using a non-interactive simulation. In these
cages the DICE simulation will be used and ail the nodes will
be either represented by peripheral units or artificial agents.

2. ARTIFICIAL AGENT REGUIREMENTS

in the DICE simulation, # is desirable that the ariificial
agents must communicale with the real players in a way
which will make interactive plavers unable io determine
whether they are communicating with 2 real or artificial
decision maker. The neced for scamless imtegration is
internationally recognised (Lewis {19941 Cox ot al [1994])
and is very important (o maintain a realistic simulation of the
real environment. This Is particularly truc in training
exercises, in that interactive players cannot be allowed to
determing between which nodes are antificial and which are
real as this knowledge may prejudice how they treat the other
nodes. A certain degree of seamless interaction is also
desirable in analytical simulations. To address this problem
m the DICE simulation, 2 standard language bascd on
formatted  textual messapes  has  besn chosen  for
communication between nodes (Davies, Gabrisch {1993]),

2.¥ Basic Artificial Agent Stroctare

Initially, the attificial agents in DICE will be rule-based;
more sophisticated representations may be adopted as the
field of artificial istelligence is researched and practical
benefits determined. It has been expressed that curremt
machine learning techniques are not sophisticaled encugh to
deal with 2 problem this complicated (Cox et. al. [19941),

The fact that the artificial agents are rule-based, leads 1o
there betng a natural break down of their processes into
smaller components. These components will be loosely
termed "roles”. A role is not necessarily the base element of
the artificial agent (as in the work by Levis [19937} it 15 more
a function, which may in turn have many roles within it.
This stracture leads lo a hicrarchical design technique. By
taking a hierarchical approach (Aronson [l994])  the
complexity of the design can be determined by the work
being carried out. This method also supports the natural
break down of complex systems into simpler ones. This
means the roles can be degipned initially and then bhrought
together 1o form the overall artificial agent, leading to a
botton up design approach. Alternatively the designer can
initially sketch out the basic functions of the artificial agent
and then add detail by enhancing s roles independenty,
feading to a top down modelling approach. The artificial
agent being modelled and the information about the artificial
agent will determine which method is most appropriate for
the task at hand, making it necessary to allow cither
approach. This method aiso simplifies modifications to the
artificial agent since only appropriate roles nesd o be
changed not the agent overall

C31 networks imvelve many different systems working both
concurrently and consecutively {owards the same main
objective. This is also true for each of the nodes in the
systern. Thus. an artificial agent mayv involve events which
occur either in series or in parallel, This is an importamn
feature of any decision making process and so must be
reflected in the antificial agent design. To some extent this is
dealt with by taking the role approach, where roles arc
arranged according to the way their related funclions occur
in the real system.

[oe]

. Explanation and Analvsis Capability

Adequate credibility and realism in artificial asgemts s
essential; judgement of such qualities can generally be best
made by the experts in the real svstems boing modelled. The
underfving assomptions and  characteristics of  antificial
agents need to be convevable in a form easily understandable
to such an expert. This expert should be able to inlerrogate
features of the antificial agents and to form some judgement
on their realism. Having an cxperts endorsement of the
assumptions uwsed in such  representations is a vital
prerequisite to any C31 system study. The ability to have
artificial agents, for cxample, explain their actions in an
castly understandable form, is recognised as 2 very important
regquizement (Cox ¢t all {19941 Lowis 1994,

3. THE USE OF EXTENRED PETRI NETS TO
REPRESENT ABRTIFICIAL AGENTS

Having defined the requirements of the artificial agent design
in the DICE sinmlation it was then nccessary o find an
efficient method of modelling artificial agents with these
features. Many differcnt methods were considered (Bowden
et al. [1993]}, before the decision on the use of exiended
Petri nets (PR was made.

PM have been used in the study of C31 systems by many
researchers and even applicd to the modeliing of decision
makers {Levis [1993]). As such they have not been applied to
the design of anmificial agents in a distributed interactive
simulation environment in the way roquired in DICE.
However, PN have all the required features to model the
aperation of the BICE artificial agents,

PN have a graphical medular representation that aliows the
artificial sgent designer to rcpresent the role logic in a
straightforward manner. Each rofe can be thought of ag a PN
which is then joined 1o other PN wvia comunon places and
transitions, {his aflows each of the roles 1o be designed
individaally and then brought together. Alternatively a PN
can be constructed outlining the artificial agent structure and
then refined by adding detail. Thus artificial agents can be
designed in the same fashion as is described in section 2.1

Due to the PN representation, they are easy to modily and the
effect of changes can be clearly seen. An inherent feature of
the PN structure is that it aliows for the modclling of features
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such as synchronisation, concurrence and resource sharing,
which are features required of artificial agents in DICE. In
the carly development of PN they had the drawback of
becoming very complicated and confusing when  the
complexity of the system increases. However, PN have been
extended by adding elements such as coloured tokeng and
hierarchies which reduce the complexity of their graphical
representation for large and/or complex systems.

In representing an agent the aim is to model a system that
comprises discrete  events occurring  under  defined
conditions. [t is this thai makes extended PN the ideal tool
for modelling such systems, as this is the type of systems PN
were designed to model. It should be noted that many similar
methods can be shown to be either equivalent to or subclasses
of PN (Peterson [19777).

4. SIMPLE EXAMPLE OF ROLE-BASED

AGENT

The following sections introduce a simple example of a role-
based agent and refer to this example to illustrate many of
the concepis associated with the rote-based methodology and
other features. Artificial agent design and implementation
will be achieved through use of the Petri net analysis
environment that is currently being developed, which will
automate many of the procedures that are discussed below. I
should be noted that the example given here is purcly being
used as a way of demonstrating the role-based architecture
described above and the rcader should not be concerned
about the mechanics of the PN,

4.1 Designing Roles

The role-based architecture of the DICE artificial agenis is
illestrated in the example given in Figure {. The notation
used for the PN in this example is that defined by Jensen
{19903

Consider the situation where a pilot requests permission from
an air traffic contro! tower to taxi to a runway so that he/she
can begin preparation for take off. If permission is given then
the pilot will procced along the taxiway, otherwise he waits
for a period of time before submitting the request again. Ifa
plane is taxving, then the taxiway is considered unavailable
to other aireraft. On receiving a request the control tower
must check the curremt weather conditions and then the
availability of the taxiway before deciding if the pilot is
cieared 1o taxi,

Figore 1 shows the role-based model representation of this
system. In Figure 1 (@) the higher level model defining the
roles as seen at the pilot level is shown, First he submits his
request, which is represented in the PN by the firing of
transition £/ and the creation of an r token in place p2, Next
the control tower responds, either approving or disapproving
the request, ie tramsition 7/ fires. IT the pilot is given
permission 1o taxi then a p token is created in p3, otherwise

an r token is created in p/. If the request is approved the
pilot proceeds to taxi, transition £2 fires on completion of the
taxying placing an f token in p4 to indicate the pilot has
completed his taxi and a ¢ token in pJ signifying the
availability of the taxiway.

In Figure | (b) the details of the control tower are modefled.
The extended PN shown here is a substitution transition 1o
transition 77 in the PN of Figure 1 (a). This mode! involves
two different roles; the checking of the weather conditions
(transition fa) and taxiway (transitien $h). Alse given in
Figure | is a description of the physical meaning associated
with the tokens of these ncts. To make the associations
between the two nets easily scen, like places and tokens have
been given the same names.

The above example shows a top down approach to modeiling,
Imatially the basic top level stmcture of the pilot net was
defined and then the contrel tower role was modelled in more
detail. An alternative bottom up design can be illustrated by
cansidering the design of the control tower,

Figure 2 shows the two roles that exist in the control tower.
Figure 2 {a) shows a general “checking of conditions” role
and Figure 2 (b) shows a gencral "checking the avatlability of
a resource” role, Having designed these two roles we can
then bring them together to form the control tower modclied
in Figure 1 (b). The two roles in Figare 2 could be regarded
as existing in a library of roles from which they are selected
and emploved in constructing the control tower role. It is
important to note that the lower level reles are originally
general but become instantiaied with a particular purpose
when employed in the coatrel tower role. The condition to be
checked becomes the weather and the resource being checked
for availability becomes the taxiway. The Petri net analysis
environmett will allow for any combination of the above
role-based design approaches as well as giving the designed
systems the analysis and explanation capability reguired of
them in the DICE project.

1t shouald be noted that the control tower net represented here
only makes up a very small part of what would be a compicte
control tower modet. The portion shown is that activated by
the particular problem being considered. This ilhustrates
another nice feature of the PN role approach to agent design,
only the relevant part of the PN model is activated when
called apon.

4.2 Explanation and Analysis Capability

A PN explanation and analysis capability has been
established using the declarative language Prolog. Prolog is a
particularly suitable language for describing PN, where the
basic connectivity characteristics can be regarded as a set of
facts or clauses plus logicat conditions, Perhaps the most
powerful feature of Prolog, with regard to cstablishing an
explanation and analysts capability, is its search and multiple
solution identification abilities. The analysis component
inlerrogates a given PN according to user-specified goals or
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Figure 1: Aircraft Ground Control Example of Role-Based Agent

querics whilst the explanation capability abstracts and

transtates the query resunlis such that they are presented in a

form more easily understoed to someone less versed in PN
notation. The explanation capability is achieved through the
use of declarative tags on the PN that give descriptions of the
significance of a particular token residing at a particular
place in the net; the firing of a particular transition mode;
and summary information for an instantiated role.

A number of important queries were determined and arc
discussed below. The Prolog softwars automatically identifies
any multiple, ic alternative, solutions to any query. The
presence of roles allows explanations to be presented at a
level appropriate fo a user's query. A graphical user interface
environment associated with this capability has been
deveioped.

4.2.1  Reaction to a given situation

Ina PN, a situation is described by a certain marking which,
in raw Prolog form, might be [[p2.r,1].[pa,n.1}]. The PN
explanation capability allows this siteation to be expressed in
the form:

['Permission o taxi requested’,
'ct; Weather not snitable for taxi']

and it is in this form that a user can specify a situation.
Consider specifying this sttvation and indicating that the
level of abstraction required (the rarger net) is at the Pilot
net. A guery for the reaction to this situation would return an
oulcome of,

{'Conirol Tower determined that permission shouid not be
granted for taxt'].

The mode that has actually fired in response to this goal is
one assoctated with the Check Condiions net which checked
the conditions (the weather) and returned in the ncgative.
However, abstraction was used through the Control Tower
nel to the Pilot nel resulling in the summary nformation
above,

4.2.2  Beguence of Actions Resulting From a Given
Situation

This clause generates an outcome consisting of a scquence of

actions that occurs in response to a stated inttial situation and

resuiting in some fully or partially defined final situation.

For example, with a target net of Pilot, if the initial siluation
were:

[* Permission to taxi requested’,
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(a) Check Conditions Role

{b) Check Resource Availabitity

Token Deseription
q Represends the submission of a query on a cendition or the availability of a resource.
i Indicates conditions are not satisfactory or the resource 15 not available.
s Indicates conditions are satisfactory or the resource is available.
¥ Corresponds to satisfactory conditions.
n Corresponds 1o unsatisfactory conditions.
T Represents the resource, its presence in p2 indicates that the taxiway is available,

Figure 2: Control Tower Roles

'ct; Weather suitable for {axi',
'ct: Taxiway available']

and the final situation were any situation which contains the
state:

['At rmway']
then the response to this query would be the outcome:

[('Control Tower determined that permission should be
granted for taxi'],
{'Taxied to Tunway'}}.

Changing the target net to the Control Tower level would
result in the outcome:

1['ct: Determined that weather is OK for taxi'],
T'ct: Determined that taxiway is available for taxi'l|

which indicates the same outcome but in terms relevant to
the Ground Coatrol net.

4.2.3  Explanation of Actions

This query gives the ability to select a particular action (or
group of actions) and ask the question "Why did/would this
action occur?”. In the case of a role-based PN, actions will
either be associated with the [iring of regular tramsition
modes or effective firings of substitution transitions. An
explanation of why an action occorred or would cccur is
given, then, by the input requirements of the associated mede

or a description of the made swmmarised by a substitution
transition.

4.2.4  Sensitivity of Actions That Could Arise From a
Given Sitoation

This query refers to taking a specified sitwation and
requesting an Hlustration of the sensilivity of any actiens
(ic mode frings) to this situation. Processing of this query
invoives determining which firings are dependent on part or
alt of the given situation and ascertaining o what extent that
situation would need 1o change in order for that firing to
OCCUr.

425  Actions That Conld Result in a Given Situation

This query determines what groups of modes can fire such
that their combined firings result exactly i a given situation,
It is important to note that firing time considerations are nol
made here:; the clause wiil return modes whose oculputs upon
firing cause a given situation, the medes de not necessarily
fire simultancously.

4,2.6 Actions That Couvld Centribute to a Given
Sttuation

This query determines what actions conld contribute to a
given situation, i what firings have output that is sensitive to
the situation concerned. The result of any firings might not
be exactly the required situation but could contribute to il
This approach is particularly important when multiple or
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repeated firings of a mode are Tequired tn order to produce a
given situation.

5. CONCLUSIONS

This paper has outlined a role-based methodology for
designing artificial agents in the DICE simulation. This
methodelogy atlows for both top down and bottom up design,
and uses extended PN to describe the roles. It should be
noted, this approach is not limited to artificial agemts, it
cottld be extended to the modelling and simulation of the
complete system.

An explanation and analysis capability has been developed to
accompany the PN technique. However, the cxplanation
capability is only as good as the quality of the declarative
tags attached to the PN and this will he the subject of further
research as is addressing the transient and stochastic features
that an agent can possess. Rescarch is also being carried out
to develop a PN extension designed exclusively to deal with
the problems associated with role-based agent modelling.
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